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Abstract— Intrusion detection system (IDS) is one of the 
important parts in security domains of the present time. 
Distributed Denial of Service (DDoS) detection involves complex 
process which reduces the overall performance of the system, 
and consequently, it may incur inefficiency or failure to the 
network.  In this paper, the attacks database is split into a set of 
groups by classifying the attack types in terms of the most 
dominant features that define the profile of each attack along 
with the sensitive network traffic features. Decision Tree, 
AdaBoost, Random Forest, K-Nearest Neighbors and Naive 
Bayes are then used to classify each attack according to their 
profile features. DDoS attack was considered for all chosen 
classifiers. It is found that the average classification accuracy for 
the above-mentioned algorithms is 95.31%, 95.68%, 95.69%, 
92.61% and 83.11%, respectively, providing plausible results 
when comparing to other existing models.  
Keywords— Signature-Based Intrusion Detection, Anomaly-
Based Intrusion Detection, Decision Tree, Naive Bayes, K-Nearest 
Neighbors, AdaBoost, Random Forest. 
I. INTRODUCTION
With the huge growth of the computer networks in the past 
decade, the number of Internet users has exceeded 4 billion, 
and the number of computer devices expected to be 3.5 per 
capita worldwide in 2021. This growth is continuing rapidly 
and leads to almost 106 Terabytes per second of global 
Internet traffic [1]. In parallel to these developments, building 
a reliable network is not an easy task and faces several 
challenges e.g., malware and attacks that threaten 
confidentiality, Integrity and Availability (CIA) of computer 
networks [2]. The aim of this study is to appraise some of 
those algorithms on detecting the most popular attack named 
Distributed Denial of Service (DDoS). 
The DDoS attack is considered as one of the most popular 
and harmful attacks that continuously deny several services of 
the end users by consuming network resources and 
overloading the system with undesired requests [3, 4]. To cope 
with such attacks, different security mechanisms have been 
proposed with multi-layered defence approach. Thus, if an 
attacker bypasses one layer, another layer can stand and 
prevent that kind of attack to provide robust protection in the 
network. Among those mechanisms, the Intrusion Detection 
System (IDS) is considered one of the most common and 
significant tools. IDS can monitor the whole passing traffic 
and alert the administrator of any suspicious behavior. Thus, 
it plays a vital role in minimizing the threat of attacks in a 
timely manner by installing it on the edge point of a network 
[5, 6].  
However, IDSs are classified into two types: signature-
based IDS (SIDS) and anomaly-based IDS (AIDS).  SIDS can 
easily identify the signature attributes of certain attacks 
against the well-known and updated characteristics that are 
saved in the local database. On the other hand, AIDS can 
easily recognize zero-day attacks and distinguish the behavior 
of the suspicious profile from the normal ones inside the 
networks. Zero-day is an unintended security flaw that the 
developers has merely learned and becomes publicly known, 
but fixing the effect has not been released or its patch is not 
released yet. During this stage, the malware threat can be 
prevalent. Using signature based intrusion detection method 
to detect such attacks is often insufficient. Therefore, AIDS is 
considered a suitable approach to identify vulnerability. 
Furthermore, DDoS attacks can be classified by AIDS by 
detecting the attributes of each unknown attack. To facilitate 
the automation process of building such models, AIDS uses 
variety of classification algorithms that can accurately detect 
various types of attacks [7].   
Many studies have been conducted in IDSs field 
specifically using the Machine Learning techniques and the 
contributions of some of the studies could be summarized as 
follows: The study in [8], proposes a hybrid architecture 
through combining two feature selection algorithms including 
Naive Bayes (BN) and Classification and Regression Trees 
(CART) in order to improve the performance of intrusion 
detection system by reducing the number of features that were 
used during detection process of the attacks. This study uses 
the hybrid model on the intrusion detection dataset KDD cup 
99; and the accuracy rates obtained by this study are 100% for 
normal, 100% for probe, 100% for DoS, 84% for U2R, and 
84% for R2L. 
The study in [9] attempted to improve the intrusion 
detection system by using Support Vector Machine (SVM) 
algorithm on the dataset DARPA 1998. However, the achieved 
accuracy results were not as expected: 98% for normal, 88% 
for probe, 84% for DoS, 0% for U2R, and 18% for R2L. To 
enhance that result, the authors combined SVM with 
Dynamically Growing Self-Organizing Tree (DGSOT) 
algorithm to improve the training time of the SVM algorithm. 
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